Source Code Quality and Security
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Source Code Analysis Today

nd, @, “t

(double _md.

« A bedrock process improvement
(e.g. CMMI) principle is “in-phase”
defect containment

analysis today

Source code j

Cost of Defects:
Gartner — 50 to 1000X
IBM — 40 to 60 X

HP -30 X

« Source code analysis has moved
the industry towards that goal by
increasing the number of coding
defects found prior to system test
(QA) through the integration of
SCA at system build time

» Next generation source code
analysis will move your defect
detection before code check-in...
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Enabling the developer — accurate local analysis
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True In-Phase Defect Containment e
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Desktop SCA —

 Organizations can realize the
full benefits of SCA by moving
their defect detection to the
earliest phase in the SDLC,
prior to code check-in

* SCA should be delivered to
developers right within their
standard working environment

* Check in bug free code!!
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Source code quality defects ,L

q,
(double md, nd: 3

C/C++ Java
NULL pointer dereference Concurrency
Buffer overflow Resource Leaks
Memory leaks Web application
Un-validated user input vulnerabilities

Un-initialized data
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Source Code Security Initiatives
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OWASP Top 10 2007
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Metrics & Trending
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Architectural Analysis
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Environment Integration

% %
& ) %

7
$+ 7C#HI C7 D

( 7
7 D
(%
& )
4
3437 #
& "% Klocworl /15!
7( 7 D

Motorola Case Study
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Wrap-up
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